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ABSTRACT

Computer users are generally authenticated by means ofsa pas
words which are often forgotten and written down. Replacaise
expensive and inconvenient. Stubblefield and Simon [1] gsef
using an inkblot as a password cue to reduce the incidencassf p
word forgetting. Is this mechanism feasible? In this papell
outline two experiments carried out in order to determirability

of these images as password cues.

1. INTRODUCTION

Computer users need to authenticate themselves, mostigagsn
of a secret password. People have to remember multiple pagsw
and since human memory is fallible, people forget their pasds,
and need reminders or replacements.

2. AUTHENTICATION

In order to grant access to a restricted digital space, a s
protocol is used: identification followed by authenticatidn the
face of fallible human memory and insecure communicaticameh
nels this tends to fail, so that passwords have to be replgjed
which presents problems.

The replacement process weakens the mechanism because a re-
placement key has to be delivered in some way and this dgliver
can be intercepted by an intruder. If challenge questioasuaed
instead of a straight replacement the authentication nmésimais
weakened unacceptably because of the difficulty of choagireg-
tions. If the user has to generate the question he or shedogiély
likely to forget the question as the password. If the systamanset
group of questions these need to be applicable to a wide rainge
users. Site owners resort to setting widely applicable tipres and

In this paper the issue of password cueing is addressed. Thisonly a relatively superficial knowledge of the legitimateuis of-
term may seem to be an oxymoron since passwords are a securityten required in order to discover the answers to these qunssti

tool, and need to remain secret. Cues could tear a large hole i
the security ostensibly maintained by the password, if actftlly
chosen.

The replacement has to be funded. Gartner [2] claims that-a si
gle replacement costs between $15 and $30 and each emplilyee w
call about 5 times a year. A cheap alternative is simply tal g@o-

Stubblefield and Simon propose that cues could be provided in ple their passwords by email, but since email is seldom guedy

the form of an abstract inkblot-like image which makes the cu
itself is so obscure and vague that it acts as a cue only tcethe |
gitimate owner of the password. The viability of this proalbsan
only be proven if two questions can be answered in the affiveat

1. is the inkblot the best possible image to use as a cue?

2. will users make use of the inkblot if it is provided at authe
tication?

In Section 2 secret-based authentication is reviewed.i@e8t
confirms the potential of images as cues and explores the kihd
images that could serve as cues. Section 4 outlines the dwtho
ogy followed in order to identify the best cueing image. &ett
5 presents the results and identifies the best image typeder or
to answer the first question posed above. Section 6 reportiseon
experiment that tested the use of the best image type as aicue d
ing authentication, which answered the second questioctidBer
concludes.
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this option can only be used for insecure systems, and onsrevh
people haven't forgotten their email password.

The ideal situation would be for a suitable cueing mechansm
be identified which could help users to remember their pasisvo
hence reducing the incidence of password replacements.

2.1 Cueing Mechanisms

A cue can be defined as: a. Areminder or prompting, or b. A hint
or suggestion. A cue heard by someone other than the person fo
whom it is intended, therefore, could produce the same &stsmt
or act as the same reminder as it was intended to elicit inatfget
person. In authentication such a universal cue is useless
undermines security. A cue used in an authentication seteds
to be deliberately obtuse.

Hertzum [3] proposes that users specify particular passwioar-
acters which will be displayed at password entry in orderom |
their memory. This idea was tested with 14 users and it dig hel
them to remember their passwords. He notes that the defirssd pa
words were often weak and some kind of cueing mechanism is re-
quired in order to support the use of longer and strongenparss.

The proposed inkblot cues rely on the fact that there is gtron
evidence that pictures are more memorable than words, ipithe
ture superiority effecfd]. A purely representational image will not
work in this secure context because what one really needsiie-a
age that elicits a different textual association from défe users so
that intruders cannot confidently guess textual assoaiatiathin
the three strikes allowed before a lockout.



Stubblefield and Simon [1] experimented with using inkblots
assist users to form a semantic association with the teyiasd-
word, which could be used as a reminder mechanism as required
They displayed 10 inkblots in a particular sequence. Fohn é¢at
the user was required to enter two characters — the startidg a
ending character of their inkblot description. They had s®uc-
cess in trials of this mechanism, achieving an entropy o9 4ifs
per character. However, the cognitive load imposed on tee igs
significant. They do not merely provide a textual descriptitney
have to parse it in their minds to extract the required stgréind
ending character, and then type that in. Stubblefield and®im
do not give demographic information about their experirakstib-
jects but one can envisage this cognitive load being unterfab
any but the most mentally agile of users. Lab-based studiea o
deliver unrealistic results. One can only reliably conéube via-
bility of a mechanism by means of a test “in the wild”, wherenss
have to actually use the mechanism to access a protectagceso

Our first question requires us to determine what kind of image
could best support cueing activity in an authenticatiotirsgt We
need to find out what characteristics this image would hawxto
hibit to facilitate superior recall and low predictabilitfhe image
descriptions would also have to be more durable than ranéam t
tual passwords in order to improve the current situation.

A series of experiments were conducted in order empiridally
verify the use of images in this context. Before discussingex-
periments, we need first to discuss different image typesthaed
effects of human vision on the image choice.

3. HUMAN VISION

One of the most vital of the human senses is vision. When an
object is seen, the viewer will compare that object to anringe
“database” of objects within his or her mind, and use pastexp
rience to match that object with the object being seen inromle
identify it. Thus visual perception interacts with peraggtpro-
cesses but also with memory, reasoning and communicatjon [5

This research considers the use of images as cues. In ordetr to
as a cue in an authentication environment, the image mustthav
following characteristics:

1. Ambiguity— The image cue should mean different things to
different people.

. Efficacy— Human memory for pictures and their textual de-
scription needs to be superior to word memory so that the
cueing mechanism excites a durable association.
more, the textual description needs to be strong enough to
act as a password.

The following two sections address these concepts in grdate
tail.

3.1  Ambiguity

The Gestalt psychologists formulated a set of laws of oggani
tion that help us understand the perceptual filling-in pssceThe
laws relate to [6]:Closure Good ContinuationProximity, Similar-
ity, Relative Size, Surroundedness, Orientation and Symraetty
Common Fate Ambiguity requires images that are vague in terms
of the Gestalt laws.

Name agreement- the degree to which the people agree on
the name of the picture;

Image agreement- the degree to which the person’s mental
image matches the picture;

Familiarity — the familiarity of the concept being depicted;

Visual complexity— measuring the number of lines and de-
tails in the picture;

Image variability— indication of whether the name of an
object invokes many or few images for the object.

These norms will be used in later sections to delineate theski
of images the cueing application requires. Obviously repnéative
images have high name agreement and this disqualifies thean. W
are left with the broad class afbstract images|f we are able to
identify such a suitable image class, our next concern isffieacy
of the textual description a particular image member of tiass
will elicit, in terms of acting as a password cue.

In addition to abstract imagelsuman facesvere included in the
experiment. The face is a special image as far as humans e co
cerned. Humans can identify thousands of faces withoutdlffj,
suggesting limitless and durable memory for faces whichdcba
exploited.

3.2 Efficacy

Efficacy encompasses more than one aspect:
Descriptiveness— Humans should have the ability to describe the
pictures in a textual format — this is termeitture naming
Strength— The text association needs to have either length or com-
plexity, which make it harder to break.
Memorability & Durability— The text association should be durable
in the sense that users are able to reproduce it perfectdyatime
lapse.

3.2.1 Descriptiveness

The central premise of this research has been that we caomely
the previously-mentioned picture superiority effecicompanied
by reliably retained textual descriptions.An abstract imageore
expressive than a representative image, and does not hawgla s
label, but requires interpretation and verbalisation. &wmple,
consider the process involved in assigning a name the it&bRa-
paport [8], referring to the Rorschach inkblot verbalisatprocess,
argues that such a process is“association process initiated by

Further- the inkblots as stimuli(p91). The results of the association pro-

cess need to be converted to language, and this processhiy hig
dependent on individual factors [9]. Hence even if two peqr-
ceive a particular image as belonging to the same semaiaiss cl
they are likely to verbalise it in slightly different ways.i$ hoped
that these individual differences will lead to syntactigalifferent
picture descriptions and therefore distinctly differeaspwords.

3.2.2 Strength

Passwords are generally broken in one of two ways if thereis n
cue: brute strength or dictionary attack. The former onlyksdf
the password file can be obtained and is very time consumimgt M
would-be attackers will try the dictionary attack and ordgort to
brute force if that fails. The dictionary attack exploitetfact that

We need a way to describe different candidate image types somost people will use a recognisable word in their own langue

that we can arrive at a particular description of an efficasion-
age type that can act as a cue. Alario and Ferrand [7] clagsifie
a number of images and propose the following norms to describ
them:

works its way through dictionaries until a match is found.

To make it harder for a dictionary attack to succeed we need to
make the password less susceptible to this kind of attackteTdre
two ways of doing this — either by making the password longer



by using more than one word or by making it more complex by
including numeric and other special characters.

Since we're asking people to describe non-representdtiona
ages, we would expect to see longer passwords, which wil con
tribute towards strength. Furthermore, there is evidehagrevi-
ously seen pictures are named faster than new picturesHtEdice

by timing responses a system may be able to infer that a possi-

ble intrusion attempt is underway. Since abstract imageswedl

initiate the same semantic association in the legitimatr asd
the intruder, but a slightly different syntactical conversis pro-
duced, the best way to prevent an intruder from trying déffer
possible descriptions until he or she succeeds is by judsdise of
the “three tries lockout” policy.

3.2.3 Memorability & Durability

The picture superiority effect states that humans remerpizer
tures better and for longer than words. Psychologists haweod-
strated this with a number of experiments [11, 12, 13]. Huspan
having seen an image once, will readily be able to attestedaitt,
and this effect is stronger than word-related memory effect

That said, it must be borne in mind that all these experiments
have testedecognition memoryvhereas the use of cueing images
requires the use akcall memory Recognition relies on the per-
son identifying a previously-seen picture, usually fromraugp of
pictures. Recall requires the person to re-generate thes i
previously-seen picture. There is some evidence that peephll
picture names for a long time. Cave [14] found that a singfeoex
sure to a picture could be detected even after 48 weeks byiexam
ing naming response times at subsequent exposure to theimag

3.3 Summary

Two characteristics images need to exhibit in order to usenth
for cueing have been identifiedimbiguityand efficacy In order
to satisfy the first requirement a number of abstract imageses
were tested. A number of images from each of of these image
classes were used in order to determine efficacy of the dgss,
analysing and testing the following:

1. Descriptiveness— to what extent is it possible for people to
assign a name to the image?

. Strength— measured in terms of length of the description,
the character distribution of the responses, and the enobp
the description. This is reflected hpw name agreemeand
high image variability which tests whether different people
provide the same names for the image or whether descrip-
tions differ.

. Memorability & Durability — How durable are the image
text associations? Memorability is directly relatedhigh
image agreement- a stronger single mental image will lead
to higher likelihood of the user remembering the image de-
scription.

4. TESTING DIFFERENT IMAGE TYPES

The most suitable images for testing are those that exHikit t
required level of vagueness in terms of the Gestalt laws §{l$]
cussed in Section 3.1.

As explained in Section 3.3, we require images that Have
name agreement, high image agreemeangvisually complexand
those for which it is possible to come up with a memorableutaixt
description. Our images are shown in the Appendix. Theimlat
ship between the image classes and the Gestalt laws is shmown i
Table 1.

Faces— Humans are famously good at remembering faces. [16]
Whereas memorability is clearly not an issue, durabilitgintiwell

be. Chance and Goldstein [17] conducted an experiment &-det
mine whether previously assigned verbal labels would bellet
after a time lapse. They found performance in recalling akkd-

bels to be weak and unreliable with only 35% of verbal labelag
recalled correctly. However, despite this faces were ithetlto see
whether their finding was replicated.

Fractals— Singh [18] quotes Works as saying that fractals are ap-
pealing to humans due to their innate aestheticism.

Inkblots— Stubblefield and Simon [1] used Rorschach-type inkblots
[19], and gained good preliminary results.

Snowflakes— Snowflakes were used by Goldstein and Chance [20]
as part of a larger experiment measuring recognition gilitt no
work has been performed to study users’ descriptions oktimas
ages.

Textures— The Texture image type was chosen because of their
intrinsic variety: smooth or rough, coarse or fine as well agifg
regular or irregular patterns.

A web-based application presented participants with tregies
shown in the Appendix and elicited a textual associatiorefmh.
Users could skip images. The results of the subsequentsasaty
reported in the following section.

5. RESULTS

The user could choose not to provide an association for agéma
and this was taken as an indication that the image was tooudiffi
to describe. This serves as an implicit subjective measlated to
the ease of forming an association. In this section we refienage
nwheren is the image presented in the Appendix.

5.1 Descriptiveness

Each of the 49 users was presented with 30 images, 6 of each
image class, and prompted to enter a description. We gathere
1355 non-null responses (Faces: 278, Fractals: 272, Itki#d0,
Snowflakes: 257, Textures: 278). The textual descriptissgaed
to image 14 give a good example of the range of responses we
obtained: butteroad, demented frog, mangled buttedid angry
clown among others.

We found that there was a statistical difference in the nurobe
responses we received from users based on the image class3,F(
535.4)=15.53,p < 0.05. The snowflake class had a significantly
lower rate of responses. The face and texture classes hiagl gt
sponse rates. There ware statistical differences within the image
classes for any particular images within their clgss; 0.05. The
face and texture images were the easiest to form assodatiith
and snowflakes the most difficult. The analysis considerdy on
non-null responses.

5.2 Strength

A long description will not necessarily act as a strong pasdw
one needs to consider the entropy of the description andatie v
ability of the responses.

This section therefore considers the responses in terstssofgth
from length(response length)mage variability(character distribu-
tion and informational entropy) anthme agreemer{predictabil-

ity).
5.2.1 Response Length

This is a useful simple indicator of security. The resultsro$
analysis are presented in Figure 1 and can be summarised¢es Fa
(M=16.6, SE=0.83), Fractals (M=18.3, SE=1.1), Inkblots=(18.3,
SE=1.0), Snowflakes (M=15.3, SE=0.7) and Textures (M=12EE0.5)
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Figure 1: Response Length By Image Class

The response length is significantly affected by the imagss;!
F(3.6, 1000.5)=12.414 < 0.05. The length of the response is sig-
nificantly shorter for textures than for all other image sk An
extremely simple snowflake with few “rays” had significarityer
response character length (M=13.02, SE=1.83) than a ca@mpar
ble snowflake with many rays (M=19.1, SE=1.93) indicatingtth

overly simple images may result in simple responses, F§(29196)=2.8
p < 0.05. The type of image shown to the user is important as

different image classes can encourage users to providelaeg
sponses.

5.2.2 Image Variability

Character Distribution
The character distribution of the response gives an ideawfgre-
dictable the responses are. We discovered that the respoiosely
parallel that of English, unsurprising as all the particifsawere
English speakers.

Informational Entropy
The informational entropy of responses gives an indicatibthe
image variability of the image. The entropy of the infornoatin a
signal, as defined by Shannon[21], specifies how much urnasrta
or “randomness” exists within the signal. Specifically

H(X) = —_i P(Xi)logz2p(X)

whereH (X) is the entropy of the signal X in bit¥; is a token in
the alphabet oK represented by.In and p(X;) is the probability
function representing the probability that the token wppaar in
the signal. The probability function used in this case israpéé
weight based on the character frequencies within the texsra
sociation. As entropy within the signal increases it becoess
predictable and, as such, the more difficult it becomes tegtie
content. Here we represent the entropy of a textual respgontiee
average number of bits required to encode each charactey asi

encoded string. For comparison; a standard ASCII keyboas®b
printable characters (including the space characte,résults in
an upper bound on textual entropy of 6.57 bits per charadtee
lower bound for entropy is clearly O bits per character fotrang
composed entirely of a single character; since the nexicherin
the string is always predictable. This entropic view of texttpass-
words essentially measures the extent of the usage of tlilalzea
character set.

The results of entropic analysis of the responses are suisgnar
as follows; Faces (M=3.1,SE=0.01), Fractals (M=3.1,SB2)).
Inkblots (M=3.1,SE=0.02), Snowflakes (M=3,SE=0.01)
and Textures (M=2.9,SE=0.01).
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Figure 2: Bits per Character

Figure 2 shows that the texture image class is the only class
with a significant difference in the number of bits per chéegc
F=(4,1108)=5.49p < 0.05. The snowflake with the highest num-
ber of rays had a significantly higher number of bits per ctrara
ter (Image 22: M = 3.28, SE = 0.04) than three other snowflakes
(Image 20: M = 2.93, SE = 0.002),(Image 21: M = 2.89, SE =
0.05),(Image 24: M=2.93, SE=0.05), F(4.11,197.285)=3,.@8<
0.05. There were significant effects between individualgesa
within the textures class which was caused by a single imafge,

a leaf (image 28), which had a significantly lower number @$ bi
per character (M = 2.62, SE = 0.07). There were two textures
with high amounts of repetition which had higher than averag
bits per character for the textures image class (Image 298.00;
SE=0.06),(Image 30: M=3.08, SE=0.04), F(3.753,180.15068,

p < 0.05.

The number of bits per character is essentially the same ést m
image classes (except textures) and the length of the respen
the largest contributor to the number of bits per resporeset(ital
entropy) and therefore the overall security of a partictéstual
association.

5.2.3 Name Agreement
We can measure name agreement using the Smith-Waterman[22]



algorithm to measure local optimal alignments betweemgsi
These alignments correspond to local similarities betwagngs
and are a useful measure to locate instances where thesstiavg
similar sections — thus measuring the similarity betweemswings.
A heuristic approach was used to determine a normalisee $oor
each class of images normalised by response length.

The analysis shows that the Smith-Waterman score is signifi-
cantly affected by the image class, F(1.79,496)=148% 0.05.
The results show that inkblots have the lowest average Svéter-
man score (least similarity) followed by fractals, snowélakfaces
and finally textures.

Analysis of the Smith-Waterman scores for individual imsage
reveals that within the face class any images with distiectea-
tures (such as images 1 and 4) score higher (more similahSmi
Waterman scores as these features are more readily cominente
upon within the user’s response, F(1.905,91.45)=36.567 0.05.

Two highly symmetrical fractals (images 7 and 11) had signifi
cantly higher Smith-Waterman scores than the other fractal
F(1.725,85.62)=23.66p < 0.05. There was a third symmetrical
image within the fractal class (image 12) that did not scamg-s
larly so the reasons for these particularly high scores isxawn.
There was a significant decrease in Smith-Waterman scoréisefo
inkblots with high density distributions of blots (image3, 14 and
17) as compared to the more evenly distributed inkblots giesal 3,

14 and 17), F(1.74,83.52)=42.196 < 0.05. The snowflake class
exhibited significant differences in the Smith-Watermaorss,
F(1.53,73.565)=66.757p < 0.05. The two least complex snow-
flakes (images 19 and 21) had significantly higher (more simil
scores than all other snowflakes followed by the two most com-
plex images (images 20 and 24). Interestingly the lowesttsmi
Waterman scores were for images 22 and 23 which were gederate
using either the maximum number of rays or the maximum com-
plexity but not both. The images within the texture classenadso
found to have significantly higher Smith-Waterman scores#s-

ily identifiable textures (images 28 and 29), F(1.268,68)8193.984,
p < 0.05.

In conclusion, the inkblot images scored best in terms ofrftav
a low name agreement, followed by snowflakes while textuaes h
the highest level of name agreement.

5.3 Discussion

The Inkblot and Fractal classes are particularly good peréos
for all metrics while Texture and Snowflake classes perfooorly
(except for name agreement for the latter)

The bits per character for each image class was essentily t
same — indicating that response length was the primary ifacto
when determining the security of the image description. deeior
the majority of our experiments there was no appreciablfedif
ence betweemdividual images within the image classes, whereas
there were many differences across class boundaries. Tie-ex
iment which assessed durability of descriptions is regbitethe
next section.

Our experiment indicated that the elicited responses dffe su
ciently secure to provide a viable cueing mechanism. Irktdmd
fractals have the potential to serve as password cues. mbvgeas
our first question: inkblots are indeed suitable cueing iesad he
next question: “will users use them?” can only be answered by
means of a longitudinal experiment.

6. INKBLOT AUTHENTICATION

A website was developed for an elective module which gave stu
dents access to lecture notes, grades and other resourcesal A
of 53 undergraduate students used the website. Users were ra

domly assigned to the password or inkblot conditions. Thelot-
assisted authentication process had the following phases:

1. Registration users were given a user name and registration
code, by email, to facilitate the registration process. 3y
tem either required them to choose a password or displayed
a inkblot, and allowed the user to customise and tailor the
inkblot, as illustrated in Figure 3. The user was then in-
structed to give an inkblot description as a password. The
inkblots were comprised of 5 elements: (i) a randomly se-
lected seed, (ii) the maximum diameter of blots on the can-
vas, (i) the number of blots on the canvas, (iv) the distanc
between blots and (v) the number of colours in the inkblot.
When the user is happy with their choice of inkblot the sys-
tem simply saves these 5 parameters which can be used dur-
ing authentication to regenerate the inkblot. The usergwer
permitted to tailor the inkblot so as to ensure that they were
not presented with an inkblot that they found it impossible t
create a textual association for. If they were presentet wit
a inkblot they considered to be obscure, they could either re
quest a brand new one or tailor that one until they felt they
were able to create an association.

. Authentication The users entered a user name and were di-
rected to the authentication page. In the case of password
users a simple password text entry area was supplied. In the
case of inkblot users “their” inkblot was displayed and the
user could re-enter the original inkblot description.

. Replacementusers could request a re-registration from the
website administrator by email if the password had been for-
gotten.

Max Diameter : Mumber of blots :

Zza
Blot seperation ; Number of colours ;
[: o 7§
Mew Inkhblat

Use this inkblot

Figure 3: Choosing a I nkblot at Enrolment

The experiment ran for 9 weeks and all accesses were logged.

6.1 Results

A total of 53 users used the site. Of these, 24 were allocated
to the password condition and 29 to the inkblots. One usen fro
the password condition needed a password reset during thieeco



of the experiment and both the original and replacementpass
are included in the analysis; no inkblot users requesteglace-
ment password.

good thing, and is likely to lead to more memorable passwdrais
it does significantly increase registration time.
Authentication

We encountered six instances of people who deviated from the The mean time (seconds) required to login for successfsices

instructions provided for their condition. Two passworeissused
the registration code as their password. Four people cloge t
nore their inkblot, instead providing a password or passgd of
their own choosing. These passwords/descriptions weegniest
throughout our analysis. Examples of descriptive passsvgigen
by inkblot users arescarypumpkin, bunnysplat, blob, sometaird
mask

The next two sections will consider the findings related kdblat-
assisted authentication in terms security and ease of use.

6.2 Security

When discussing the security of an authentication scherseda
on textual input the first measure considered is typicalgi¢ingth
of the password and itharacter complexityThat is to say: longer
passwords with larger choices of available characters (oeer-
case and uppercase letters, numbers and special chalasteed
of just lowercase letters) will result in much more securespa
words.

Password Length
There was no significant difference between passwords (52,7.
SE: 0.332) and inkblots (M: 8.31, SE: 0.639)>> 0.05. Similarly

was measured from user name entry until the login session was
completed and may also include more than one login attertiptyf
were unsuccessful at first. We found that there was a signitfiti&
ference between inkblots (M: 13.08, SE:0.532) and passsvdvid
11.15, SE:0.469), t(774) = -2.724,< 0.05. This value includes
any additional time it would have taken for the user’s brawtse
download and display the image representing the inkblotége
ally less than 3KB in PNG format).

During the course of the experiment there were a total of 888 |
gin sessions for inkblot users and 412 login sessions favparsl
users. Of these there were a significantly lower number cfiges
with a login failure for the inkblot condition (23) than fdné pass-
word condition (44)p < 0.05. This puts the mean number of failed
sessions for passwords at 11% and inkblots at 6%.

However, when we look at the failed sessions in more detail we
discover that within a login attempt session the averagebeurof
attempts at getting the password correct per session isveioate
different. We found that there was an average of 1.18 attempt
(SE: 0.118) per session for a password while inkblots reguan
average of 1.96 attempts (SE: 0.493). Our results inditetigthere
was borderline significance (t(65) = -1.985= 0.051) which may

ter for passwords (M: 2.49, SE: 0.09) and inkblot descrigiMV:
2.64, SE: 0.11) we find that this, too, is not significgmt; 0.05.
Password Guessability
We also have to consider how similar descriptions are to etwr
and to what extent they have similar substrings.
We used the Smith-Waterman algorithm[22], which is dedigne

get it right first time but may make more attempts to login iyh
fail the first time.

We also considered the number of sessions which were ratjarde
as “total failures” ie. sessions within which there was &fhiogin
attempt (or a sequence of failed login attempts) but no exatnt
success indicating that the user gave up. We found that thase

to do local sequence alignment. This allows us to measure the N0 significant difference in this respect (3 failed inkblessions, 2
longest common sequences between strings (i.e. common usedailed password sessiong,> 0.05).

of words such as “ the ), in this case a higher score indicates
longer sequence and thuslawer score is desirable. We found
that inkblots (M: 0.08, SE: 0.005) had a significantly higBemith-
Waterman score than passwords (M: 0.05, SE: 0.006), t(%#8.85
-4.088,p < 0.05, which indicates that users often include a larger
subset of common words within their inkblot descriptiorarthvith
traditional passwords.

The next section analyses the users’ performance at usib{pin
assisted authentication in the context of time and effaptired as
well as login success rates.

6.3 Ease of Use

In this section the results gathered from the experimentrere
ported to give an indication of the user’'s experience of gishe
inkblot system as compared to the traditional passwordesyst

Registration
Users were were sent a registration code by email, whichvalio
them to access the site. In our experimental system the pagsw
condition was a simple password entry prompt in the tradilio
style (users were asked to enter the password twice to coitrm
correctness). By comparison, since users were allowed digle
their own inkblots an inkblot designer was implemented at qfa
the registration process. This resulted in users spendingid-
erable time designing their inkblot, inflating the regiitsa time
(seconds) for the inkblot condition (M: 256.03, SE: 71.36d}hat
it was much more time-consuming than password registraitioa
(M: 44.88, SE: 8.68), 1(52) = -2.729,< 0.05. This can be viewed
as a positive or negative effect depending on the readeird pb
view. It clearly makes the registration more interactivéioh is a

6.4 Are Inkblots Efficacious Password Cues?

Efficacy metrics, as outlined in Section 3.3, descriptiveness,
strengthand durability. In terms of descriptiveness and strength,
these results appear to conflict with the results of our previex-
periment. The length of response decreased significantly osers
were asked to perform this task within a live authenticatgstem,
and this impacts the strength of the password. Furthernpoee,
vided textual descriptions were shorter and less desegipand,
indeed, some appeared to have nothing to do with the provided
cue, so the inkblot fails the descriptiveness test as wdliis Te-
sult strengthens findings by Brostadt al. [23] during evaluation
of the Passfacésauthentication mechanism where usage of an au-
thentication system in real life differed significantly fndab-based
experimentation.

This experiment shows that when the user knows that theankbl
description is going to be used frequently as a passwordr Beeo
provides a much shorter description than would be providi¢aei
description was only going to be provided once or twice inka la
based experiment. This is perfectly reasonable, becaess es-
phasise convenience over security. Hence the length cbnssp
and bits per char are basically the same as passwords. Tathés
disappointing since it was hoped that the presence of thelahk
would allay users’ fears of forgetting their passwords ameke-
fore encourage them to choose longer (and stronger) padswor
the point of the whole exercise.

Finally, as regards durability, the inkblot uselid appear to have
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less trouble remembering their textual descriptions,aaith this
obviously does not apply to the four users who did not prodde
inkblot description.

This confirms the findings of Dhamija and Perrig [24] that peo-
ple are only willing to expend the minimum effort in managing
their passwords. Our results indicate that the descriptaffered
by users are of comparable length and complexity to tramttio
passwords but with the problem that they will tend to incleden-
mon stop-words in their description which weakens the passw
This answers the second question posed in the introductieers
do notutilise the cues, preferring to rely on their own memory ca-
pabilities.

7. CONCLUSION

We investigated Stubblefield and Simon’s proposal that-pass
words could be cued by using inkblot-like images. Inkblgie
abstract images did indeed elicit the longest and strortgasial
descriptions and appeared to be suitable.

However, the final experiment shows that the inkblots wexe
used by the users. It did not appear to encourage them t@tem
their passwords and they did not exploit the true potenfidheir
inkblot in coming up with a textual description thereof, pably
because users anticipate the extra effort involved in nootisly
entering the long description at each authentication aitemith
little enthusiasm.

We have to conclude that, whereas the inkblots appear theore
ically viable in terms of cueing passwords, the end-useg'siré
for convenience and speed of access led them not to expmit th
potential for cueing provided by the inkblot. Perhaps thly aon-
clusion is that the combination of convenience-seekingsuaad
passwords is doomed to failure. If this is the case then arif-au
iary efforts to strengthen the mechanism, such as the orpoped
by Stubblefield and Simon, are futile.
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APPENDIX

Faces Collected from the Essex University Computer Vision Fa-
cial Databases[25] “face94” and “face95” and were chosare
resent an equal mix of male and female faces with a range &f-phy
ical features. Only images that were clearly visible wittisar
scale and without distracting backgrounds were considered
Fractals: generated using a commercial program Ultra Fractal[26].



Variations within the image class were obtained by chantiegl-
gorithm used to generate the fractal in addition to varyhetiew-

ing position and colouring algorithms.

Inkblots The inkblots were generated by a custom PHP script. The
inkblots were built by dropping “blots” onto a canvas andweitgy

the next blot landed within a fixed area of the previous bldte T
canvas was then mirrored to create the final inkblot. The #eag Figure 16: Im- Figure 17: Im- Figure 18: Im- Figure 19: Im-
were varied by changing the values of variables which corti® age 13 age 14 age 15 age 16
number of blots, blot diameter, colour and distance betwéen
blots.

Snowflakes generated using A.l. Studio Snowflake Generator[27]
and variations within the images were achieved primarilyagy-

ing the number and complexity of the rays along with scalind a
position details.

Textures. obtained from the CUReT[28] texture database and were
chosen to represent a range of different textures includioti
man-made and natural textures.

Figure 20: Im- Figure 21: Im-
age 17 age 18

Figure 22: Im- Figure 23: Im- Figure 24: Im- Figure 25: Im-
age 19 age 20 age 21 age 22

Figure 4: Im- Figure 5: Im- Figure 6: Im- Figure 7: Im-
age 1l age 2 age 3 age 4

Figure 26: Im- Figure 27: Im-
age 23 age 24

Figure 8: Im- Figure 9: Im-
age 5 age 6

Figure 28: Im- Figure 29: Im- Figure 30: Im- Figure 31: Im-
age 25 age 26 age 27 age 28

Figure 10: Im- Figure 11: Im- Figure 12: Im- Figure 13: Im- Figure 32: Im- Figure 33: Im-
age 7 age 8 age 9 age 10 age 29 age 30

Figure 14: Im- Figure 15: Im-
age 11 age 12




